
 

United Methodist Insurance Ministry Protection Memo - 1 

 

MINISTRY PROTECTION MEMO  |  www.UnitedMethodistInsurance.org 

 

Gone “Phishing”: Cyber 

Risk Management 
With all the Internet use today, it seems difficult to 
keep up with all the possible scams out there. One of 
the latest scams is coined “Phishing” and entails a 
fraudster attempting to lure you into giving out 
personal information. 
 
Have you ever received a spam or pop-up message 
stating “We could not verify your information during a 
routine review of active accounts? Please click here to 
update your information”? The scam artists are trying 
to hook you into entering your Social Security number, 
passwords, or account numbers. The pop up will appear 
to be from an agency or establishment you are familiar 
with or have accounts with. Here  
are some tips on what to look for: 
 

• Some of the phishing messages or e-mails will 
threaten you with severe consequences if you 
do not respond by “updating, verifying, or 
confirming” what they are asking of you. 

• O NOT reply to any e-mails or pop-ups of this 
nature. 

• DO NOT click on the message in the link. 
• DO NOT cut and paste the website to a new 

browser. 
• DO open a new browser and type the 

company’s e-mail address that you know to be 
legitimate. This will eliminate any phony look-
alike links that phishers use. 

• If you receive an e-mail that states you are 
entitled to a refund and need to call them for 
details, verify that the number given is a phone 
number listed on your account paperwork, at 
home or on your business account. Check the 
back of credit cards for main contact numbers. 
Phishers will provide you with an area code and 
number that is very close to what your 
company actually uses, in order to fool you. 

• If possible, use anti-virus, anti-spy ware, and 
firewall software, and keep them updated each 
year with the current versions. Some phishing 
e-mails contain software that can damage your 
computer or monitor during your internet use, 
without your knowledge. Don’t ever e-mail 
personal or financial information. Use secure 
websites that YOU initiate contact with. Secure 
websites may be indicated by a small padlock 
icon on your browser’s status bar. 

• Remember to review your bank and credit card 
statements as soon as possible. Be aware of 
your billing cycles, so you know if a statement is 
late. Always be leery of opening any 
attachments or downloads, as viruses may 
breach your computer’s security system. 
 

You can forward spam that is “phishing for information” 
to spam@uce.gov, and also to the organization that the 
phisher is claiming to be. If you think you have been 
“scammed”, you may contact the Federal Trade 
Commission at www.ftc.gov. 
_____________________________________________ 

The Ministry Protection Memo (MPM) series is offered as an 
educational tool in support of United Methodist Insurance’s property 
and casualty insurance program to help you develop loss control and 
ministry protection procedures. United Methodist Insurance does 
not, with these MPMs, seek to establish a particular standard of care 
or to provide legal advice. Church leaders are encouraged to consult 
competent attorneys with regard to the church’s specific needs. 
United Methodist Insurance encourages reproduction and 
distribution of this MPM within the United Methodist denomination. 
Others may contact the United Methodist Insurance Service Center, 
via telephone at 1-800-975-5442 for permission to reproduce MPM. 
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Atlanta, GA 30346 
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Socialize with us on 

YouTube:  www.youtube.com/MethodistInsurance  
Twitter: www.Twitter.com/UMInsurance  
Sign up for our newsletter at 
www.UnitedMethodistInsurance.org  
 

United Methodist Insurance is an all-lines property and casualty 
(including Workers’ Compensation) nonprofit captive reinsurer 
owned by its member Annual Conference and agency insureds. The 
General Council on Finance and Administration (GCFA) fulfills its 
Book of Discipline fiduciary oversight through its membership on the 
Board of Directors of United Methodist Insurance. For more 
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information, contact the United Methodist Insurance Service Center 
or go to our website   www.unitedmethodistinsurance.org. 
 
The United Methodist Insurance Service Center is open Monday 
through Friday, 8:30 a.m. to 4:00 p.m. eastern time. You may 
contact the Service Center at 1-800-975-5442. 
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